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Literature Review

The following paper gives some background materials about the RSA cryptosystems and the literature review pertaining to the RSA cryptography.

1
RSA cryptography

1.1
RSA Cryptosystem
The basic RSA cryptosystem has two public quantities referred to as n (modulus) and e (public key), as well as private quantities d (private key) and (n).  (n) is defined as the Least Common Multiple (LCM) of all the prime factors of n.  The secret exponent d is chosen as an integer smaller than (n) and relatively prime to (n).  The public key e is the “multiplicative inverse” of d and can be calculated as 
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There are two processes in the RSA cryptosystem, one is encryption/decryption and the other is signing/signature-verification process.  Before the message is encrypted or signed, it is split into several blocks 
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) with the same wordlength in the case it has larger wordlength than the modulus n.  However, in this thesis, the message m is assumed to have smaller wordlength than the modulus n.  During the encryption/decryption process, the public key e is used to encrypt the message m as 
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 is used to recover the message m from the encrypted information c as 
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.  In the signing/signature-verification process, the secret key d is used to obtain the signature s from the message m by using 
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, and the public key e is used to verify the signature s by checking whether 
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 equals to the message m.  The checking procedure is denoted as signature-verification process.

The public quantity n of the two-prime RSA cryptosystem has two large prime factors referred to as p and q respectively such that 
[image: image13.wmf]npq

=×

.  The two-prime RSA also has another public quantity e and the secret quantities d and 
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.  These two positive integers p and q are usually chosen to have similar wordlength.  Public quantities {n, e} are made public and {p, q, 
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, d} are kept private in the two-prime RSA cryptosystem.

For the multi-prime RSA cryptosystem, the public modulus n has at least three prime factors.  Usually the first three prime numbers are represented as p, q and r, so that 
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.  Similarly, {n, e} are made public and 
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 are kept private [18] in multi-prime cryptosystems.  One of the typical cases of the multi-prime RSA cryptosystem is the three-prime RSA, in which the modulus has three prime factors p, q and r.

1.1.2
Chinese Remainder Theorem Based RSA

The Chinese Remainder Theorem (CRT) can be described as follows [21].

First, we assume the number 
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 are positive integers, where 
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 are also positive integers and relatively prime to each other, i.e. 
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 does not equal to k.  Then, the system of congruencies
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where 
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The CRT can be used to speed up the decryption and signing process in two-prime or multi-prime RSA [18], [22].  The RSA systems that use the CRT to speed up the calculations are called CRT-based RSA.

1.2
Attacks on the CRT-Based RSA

The attack on RSA cryptosystems is the science of breaking the encoded data.  The attacks toward the smart IC card device of the RSA cryptosystem can be classified into two basic categories as the traditional mathematical attacks and the implementation attacks [23].  The traditional mathematical attacks are algorithms modeled as ideal mathematical objects.  Attacks of this kind are typically generalized and mostly theoretical rather than operational.  The physical implementation attacks strategies are always specific instead of generalized [23].  The vulnerabilities of the implementation attacks are relatively more difficult to control and they have been historically used to crash the cryptosystems [24].  Thus, the study of this thesis is concentrated on the implementation attacks.

1.2.1
Fault Attack and the Existing Countermeasures

Bell laboratories discovered that all tamperproof devices of cryptosystems, which use public key cryptography for user authentication without special countermeasure, are at the risk of the occurrence of hardware faults [25].  For example, smart cards that are used for data storage, cards that personalize cellular phones, cards that generate digital signatures or authenticate users for remote login to corporate networks are all vulnerable to this attack.

The hardware fault attack is that the adversary induces some type of fault into the devices so that the system will have erroneous responses or produce faulty results.  Then the adversary is able to obtain the secret information of the system using the erroneous responses or results from the system.  The hardware fault attack of the cryptosystem is composed of two steps.  The first step is to inject some fault into the system at appropriate time.  The second step is to exploit the erroneous responses or results to obtain the secret information of the cryptosystem.  The process of the fault-based attack is shown in Fig. 2.1.  The success of the hardware fault attack depends on whether the following three conditions are met or not [26], [27]: (i). The message to be signed is known to the attacker.  (ii). A random fault occurs during the system calculations.  (iii). The faulty results or erroneous responses are sent out of the system.

Guaranteeing that one or more of the above three conditions is not met is one way to protect the RSA devices against such attack.  Concerning the first condition, some countermeasures have been proposed to make sure the attacker has no access to the message to be signed.  The Full Domain Hash (FDH) [28] and Probabilistic Signature scheme (PSS) protocols [29] are two of these countermeasures that have been standardized.  In both FDH and PSS schemes, an original message m is converted to a hash value mHash by applying a one-way hash function
 to the message m.  Then the hash value mHash is transformed into an encoded message EM.  Finally the signature s is generated from the encoded message EM using the private key.  Therefore, the attacker cannot access the encoded message EM to factor the system.
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Fig. 2.1  The process of the hardware fault attack
As regards to the second and the third conditions, some countermeasures have been presented to avoid sending faulty signatures/erroneous responses out of the device or system.  The basic idea is to use the checking method to avoid obtaining/sending out faulty results/erroneous responses [30], [31].  The most obvious way is to repeat the computation and check whether the same signature is obtained both times, which slows down the signing operation by a factor of two.  Another way is to check whether the message m can be recovered from the signature s to decide the correctness of the signature.  One disadvantage of either repeating the computation or checking whether the message can be recovered from the signature is that the calculation speed is almost slowed down by a factor of two.  Shamir presented a checking method with simpler calculations, in which the intermediate results are checked before the signature s is computed.  If the intermediate results are claimed to be error-free, then the signature can be computed and sent out, otherwise, the intermediated results will be recalculated and checked again until it is error-free [30].
Other than the above countermeasures, which try to guarantee that at least one of the three conditions is not met, there is another countermeasure proposed by Yen et al. [20].  The idea is to revise the signature calculation method of the CRT-based RSA, so that the faulty signature will not reveal the secret information of the CRT-based RSA cryptosystem.  Yen et al. proposed two protocols [20], which assure the occurred fault in one module will affect the other module or the overall computation, so that the faulty signature will not reveal the secret information.  

1.2.2 Timing Attack

The timing attack is basically a way of deciphering a user’s private key information by measuring the time it takes to carry out cryptographic operations [32].  By carefully measuring the amount of time required to perform private key operations in a smartcard that stores a private RSA key while the card is tamper resistant, the attacker may be able to discover the private decryption exponent d [33], [34].  This attack is computationally inexpensive and often requires knowing only the ciphertext to be performed.  Actual systems are potentially at risk, including cryptographic tokens, network-based cryptosystems, and other applications where attackers can make reasonably accurate timing measurements [33]. 
There are some methods [33] to prevent the timing attack to the RSA cryptosystems, in which the most obvious one is to make all operations take exactly the same amount of time.  The second approach is to make timing measurements inaccurate by adding random delay to the processing time so that the attack becomes unfeasible.  Another method is to adapt blind signatures so that the attackers do not know the input to the modular exponentiation function.
1.2.3
Power Attack 

The power attack of a smartcard is a technique that involves directly interpreting power consumption measurements collected during cryptographic operations to expose the secret key d [35].

There are several countermeasures to the power attack [35], [36].  The first approach is to reduce signal sizes and choose operations that leak less information on their power consumption.  However, making the attack infeasible by aggressive shielding the device will significantly increase the cost and size of a device.  The second approach is to introduce noise into power consumption measurements so that the measurements by the attacker are inaccurate.

1.3
Conclusion

In this paper, the most widely used public-key cryptography, RSA cryptography, has been introduced.  The Chinese Remainder Theorem (CRT) and the CRT-based RSA cryptosystem have been described.  Then, the attacks, especially the implementation attacks to the CRT-based RSA cryptosystems have been reviewed.  Some countermeasures to the implementation attacks were also presented.
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� The one-way hash function is a function with arbitrary length bit strings input and fixed length bit strings output.  It is easy to get the output from the input and it is almost computationally impossible to obtain the input from the output value.
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