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Abstract. There has been many hidden communication techniques proposed in
the last few years. The focus was given to steganography to build such tech-
niques. Utilizing stego-key(s) to hide secret messages into images strengthen
the security of these techniques. However, adopting one of the available key-
agreement protocols, to distribute stego-key(s) between the communicating par-
ties, will destroy the infrastructure of the entire communication. The reason is
that, these protocols perform their transactions on sight, while the desirable
communications need to be completely hidden. In this paper, a key-generation
unit is proposed to be added to the steganography general model. This unit util-
izes a new key-agreement protocol, stego-KA, to help support the entire class of
hidden communication techniques to exchange the sego-key(s) covertly. The
proposed stego-KA protocol is based on Diffie-Hellman key establishment pro-
tocol and has significant advantages that support hidden communications.

1 Introduction

It has been said throughout time that, “a picture is worth a thousand words.” How-
ever, in this digital era, it could be said that, “a picture is worth a thousand secrets.” It
should come as no surprise that a picture (digital image) might be distributed while it
contains a secret message that is hidden to the human eye. This message can be ex-
tracted only by a sophisticated image utility, using a secret key. These types of appli-
cations are known as hidden communication techniques, which utilizing a technology
known by steganography.

One of the most realistic schemes for steganography applications goes back to
Simmons in 1984 [1]. Simmons introduced his hidden communication model using
the prisoner's problem, which became the most widely used scenario characterizing
these models.

The prisoner's problem states that, there are two criminals confined in separated
cells. The warden gives them the opportunity to communicate with each other through
a message-exchanging channel, which is monitored by the warden. The only restric-
tion on this channel is that it is open to the warden, and if any message is encrypted,
the warden should have access to the decryption key. The main reason for this com-
munication is that the warden will mislead the prisoners by sending them false mes-
sages in order to trick the criminals into thinking they were sent by the other party.
The prisoners, on the other hand, plan to use this channel in order to arrange an es-
cape. To do this, the prisoners will have to deceive the warden by finding a way of
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communicating secretly between them in full view of the warden. This means that
even if a message contains secret information it would look innocuous to the warden.
Since the prisoners anticipate that the warden will try to deceive them by introducing
fraudulent messages, they should prepare an authentication model along with their
hidden communication.

While Simmons utilized cryptography in his scheme, the vast majority of the in-
formation hiding schemes in literature [2-11] utilize steganography to solve the pris-
oners' problem. The main purpose of these schemes is that a secret message can be
transmitted invisibly within another innocent medium, such as images. This transmis-
sion should occur so that only the sender and the receiver have the ability to insert,
detect and extract the hidden message.

The rest of this paper is organized as follows. Section 2 demonstrates the general
framework of the steganography model. The analysis of the related steganographic
techniques is given in Section 3. Section 4 states the main problem. The proposed so-
lution is described in detail in Section 5. The conclusion is offered in Section 6.

2 Framework of Steganography Model

In general, the basic framework of the image steganography model is illustrated in
Fig. 1. This model consists of two main processes, namely the embedding process and
the extracting process. The main function of the embedding process is to hide the se-
cret message, called embedded message, in a given image, called cover-image. In hid-
den communication techniques, the cover-image is no more than an innocent (unre-
lated to the embedded message) piece of information that is used to hide the secret in-
formation. A secret key, called stego-key, is used in the embedding process such that
it makes the embedded message computationally infeasible to extract without pos-
sessing this key. The output of the embedding process is called stego-image, which is
the original image holding the hidden secret message. This output becomes, at the
other end, the input of the extracting process, in which the embedded message is

Stego-key Stego-key
Cover-image . Stego-image :
Embedding Extracting
——

Process - Process
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message message
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Fig. 1. The framework of the watermark generation and embedding process
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extracted from the stego-image to complete the hidden communication process. Since
the stego-key is used in the embedding process, it needs to be used in the extracting
process. Note that, the notation and naming conventions that are used in Fig. 1 are
adopted after the first Information Hiding Workshop [15].

3 Analysis and Related Works

In this section we will study steganography techniques based on the usage of the
stego-key. The reason for this is to show at what extent the stego-key is important in
the entire steganography processes, including embedding, extracting, and verifica-
tions. The stego-key can be used in one or more of the following functions:

1. Determine the embedding position (the modified pixels) based on:
— stego-key bit sequence, or
— generated pseudo-random sequence seeded by a stego-key,
2. Scramble the embedded message (hidden information) to randomize the hid-
den information,
3. Scramble the cover image (pixel or block permutation) to :
— protect the embedded message, and/or to
— increase the embedding capacity.

3.1 Using the Stego-key to Determine the Embedding Positions

Kundar et al. [2] propose using the discrete wavelet transform (DWT) [12] to drive a
multi-resolution representation of the image data. To hide one bit, the median of three
coefficients will be quantized (modified) to match this bit value. These coefficients
are selected based on the bit value of a stego-key. To restore the hidden message, the
same stego-key is needed to the receiver.

Qi et al. [3] use two different stego-keys. In the embedding process, the message
will be hidden in specific columns/rows of an image. The selection of these col-
umns/rows is based on the bit sequence of one secret key. A global blur operation is
then applied to the entire image in order to make the marked columns/rows unpre-
dictable. The components of the blur kernel are also chosen based upon another se-
cret key. Therefore, this technique has a high security level since it is based on two
different secret keys. However, these keys need to be agreed in advance by the both
parties.

Other kinds of applications attempt to locate an embedding position in an image
using a pseudo-random sequence that is generated either by the stego-key or by any
shareable seed between the sender and the receiver. Sharp [4] uses a linear feedback
shift register (LFSR) [13] to generate the random sequence. This sequence is used to
determine the order in which the pixels from the image are visited to embed the secret
information. Therefore, the communicating parties need the same key in order to gen-
erate the same sequence.

Licks at el. [5] present a technique that utilizes discrete Fourier transform (DFT)
properties [14] to embed a pseudo-random sequence as a secret message. This se-
quence is generated in circular form based on a stego-key. The sequence is then
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embedded into the magnitude part of the DFT coefficients at a specific secret radius.
In the other side, this secret information is needed to verify or extract the embedded
message.

3.2 Scrambling the Embedded Message to Randomize the Hidden Information

Some techniques attempt to protect the embedded message by scrambling the mes-
sages bits before being hidden. Liu et al. [6] scramble the secret message by adding to
it a pseudo-random sequence generated by a shared secret key. The authors utilize the
DWT coefficients to hide the message, and use a technique called error correction
code and 2-D interleaving [7] to lower the detection error probability.

Marvel et al. [8] use a similar idea to protect the embedded message. The spread
spectrum communication, error correction coding, and image processing are com-
bined to present their technique. The embedded message is first encrypted using a se-
cret key. Another key is used to generate a pseudo-random sequence. Then both, re-
sults are modulated using a third secret key to embed the output into the cover image.
These methods are also suffering from the key-distribution problem.

3.3 Scrambling the Cover Image

Another way to protect the embedded message is to randomize, or permute, the cover
image using the stego-key before the embedding process. Pan et al., [9] propose to di-
vide the image into subblocks. These blocks are ranked based on a specific pattern
matching method so that the higher ranked block is the most suitable for data embed-
ding. The chosen block is then permuted using a secret key before the embedding
process.

Tseng et al. [10] propose a scheme that is able to conceal critical messages into bi-
nary images. The image is divided into small blocks; each block is scrambled by a bit-
wise exclusive-OR with a binary matrix of the same size. This matrix is played as a
secret key. The output is then weighted by another secret integer matrix to determine
which pixels need to be swapped to embed the secret message. At the end, the image
pixels are modified so that the receiver can extract the message by applying reverse
operation using the same secret keys.

Some other applications attempt to increase the number of the transform coeffi-
cients that may be used to hide the embedded message bits. This can be done by de-
correlating the cover image samples that can result in uncorrelated and identical dis-
tributed samples over the entire image. Alturki ez al., in [11], use this approach to em-
bed more data into the DCT domain of an image. The stego-key is used to de-
correlate the given image. The key is used to shuffle the image pixels so that the re-
sulting image looks like white noise to the viewer.

All these methods require that the sender and the receiver to agree upon the shared
stego-key in advance.

4 The Major Problem

We can conclude from the above analysis that, the common requirements to achieve
hidden communication are simply: 1) the cover image and the hidden messages
should be unrelated, 2) the hidden message should not provide any evidence of its ex-
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istence, and 3) the hidden message should not be accessible to anyone but the sender
and the receiver, who possess the stego-key. We have also shown that, there are many
hidden communication techniques that fulfill these requirements. However, the distri-
bution mechanism of the stego-keys has received less attention in most of these tech-
niques. Definitely, stego-key is an essential piece in either the embedding or the ex-
traction process in steganographic systems available today. As a result of this, any
steganographic system needs an authenticated protocol that gives the two parties
(the sender and the receiver) the ability to communicate and end up with a shared
secret key.

At first glance, it appears that utilizing any secure key-agreement protocol might
solve this problem (the key distribution problem). As the matter of fact, an authenti-
cated key-agreement protocol is needed, however, one should indeed note that, these
protocols always have some public transactions. This of course will flaw the infra-
structure of the hidden communication. It is also worse noting that, a secure solution
of this problem is, in fact, a solution for the entire class of the hidden communication
techniques. In this paper, a new approach that covertly enables two parties to establish
a session secret key (stego-key) is proposed. More details are given in the following
Section.

5 The Proposed Key Generation Unit

In this paper, we propose to modify the general model of the steganography, see Fig.
2, by adding a new unit called “key generation unit”, [16]. The main purpose of this
unit is to produce a shared secret key to the communicating parties (the sender and the
receiver), so that the protocol transactions are performed undercover. This unit util-
izes a new hidden key agreement protocol (stego-KA). This protocol is based on Dif-
fie-Hellman key establishment protocol [17]. It operates on the group of points of an
elliptic curve over a finite field [18]. Our protocol closely follows the approach of
[19], and has significant advantages that support the hidden communications.

Sender’s secret information Sender’s public information
— K neration D—
Receiver's public information ey Gﬁnﬁ atio Receiver's secret information
— —
l Stego-key l Stego-key
Cover-image . Stego-image o
Embedding . Extracting
———
Process Process
Embedded ' l Embedded
message message
SEIUETS RECEIVES

Fig. 2. The modified general steganography model
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5.1 Basic Notations

Before discussing the protocol in more details, we first define some notation.

E A non-singular elliptic curve over a finite field GF'(q) that defines a set
of points (x,y), which satisfy an elliptic curve equation
y*=x"+ax +b , where ¢ = p” and p is a large prime, a,b € GF (q)

P A point (x,,y,) of order n that satisfies the elliptic curve E
X () The x-coordinate of any point on the elliptic curve E
d,.d, Long-term private keys for party A and B respectively, selected ran-

domly from the interval [1,n-1]
0.,.0; Long-term public keys for party A and B respectively, where
Q, =d,P andQ, =d P . Note that, due to the hardness of the elliptic
curve discrete logarithm problem [22], it is computationally invisible to
get d, from P and Q,
Session private keys for party A and B respectively, selected randomly
from the interval [1,n-1] at each protocol run

r

A’r

B

R,.R, Session public keys for party A and B respectively, where
R,=r,PandR, =r, P
H(.) The secure hash algorithm SHA-1 [20]. SHA-1 takes a message of an

arbitrary length and produces a 160-bit output called a message digest

1 Any random stego-image

Hide, (m,I) Hiding function to conceal the data m into the image I using the key k.
Note that, any of the hidden communication techniques described in
Section 3 might be used.

rh(I), Ih(I) The right half side and left half side of the image I respectively

5.2 Security Attributes Requirements

Any secure key-agreement protocol should fulfill some security attributes [21]. Con-
sequently, the hidden key agreement protocol needs to satisfy these attributes as well
to be a reliable protocol. These attributes include:

Known session keys, the security of new session keys will not be affected if some
previous session keys were disclosed.

Forward secrecy, the security of previous session keys will not be affected if a long-
term secret key of one or more parties is compromised.

Unknown key-share, party A cannot be forced into sharing a key with party B without
A’s knowledge, i.e., when A believes the key is shared with some party
C # B , and B believes the key is shared with A. This attribute is also called
man-in-the-middle.

Key-compromise impersonation, if A's secret key is disclosed, any one who knows
this key can impersonate A. Hence, this loss of information should not al-
low the adversary to impersonate other parties to A.

In Section 5.4 we will show how the proposed protocol satisfies these attributes.
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5.3 The Hidden Key-Agreement Protocol, Stego-KA

The detail transactions of stego-KA protocol are described as follows:

1. A selects a session secret key r, and then computes a session public key R, .

2. A computes the initial session key K, =d,Q, =d,d P , K is a point on the el-
liptic curve E.

3. A choses a random digital image /, , and then hides the value R, into the /, using
initial session key K, . Le., computes the function Hide,, (R, ,1,) . Note that, this
function might be the same as that will be used to hide the secret message in the
original technique, see Section 3. Therefore the security strength of this function
will be equivalent to the security of the entire technique.

4. Image I, is published somewhere in an open network such as Internet.

5. B obtains the image /, then performs the following:

—  Computes the initial session key K, =d,0, =d,d,P

— Uses K, to extract R, from the image/, . Note that, the embedding and ex-
tracting processes are public methods, however K is accessible only to A
and B.

—  Selects a session secret key r, and then computes a session public key R,

—  Generates the target sessionkey K =X (Q,r, +R,d;)

— Computes the value Z, =H (lh(I,))IIX (R,)I1X (R,;), where |l be a bit-
stream concatenation

—  Select a random image /, , and apply the function Hide, (R, |H(Z,),1,)

— Publishes the image 7, somewhere in an open network such as Internet

6. A obtains the image I, then performs the following:

—  Generates the target sessionkey K =X (Q,r, +R,d,)

— Uses K toextract R, and H (Z,), which is z, from the image /,

—  Computes the value Z'=H (hINDIX (RHINX (R,)

—  Verifies if H(Z") =z ; if the validation failed, the protocol will be ended
with a failure

—  Otherwise, computes the value Z, =H (rh(I,)) I X (R;)II X (R,)

—  Apply the function Hide, (H (Z,),1,)

7. Bextracts H(Z,), which is z,, from the image I, using the session key K and
verify if H(H (rh(I,)I1X (R)HIX (R,) =z,

8. If the validation failed the protocol will be ended with a failure, otherwise K will
be the secret session key between A and B

5.4 The Major Features of the Proposed Model

The key-generation unit is able to provide the communicating parties with some as-
surance that they know each other’s true identities. Stego-KA protocol, which utilizes
hidden key-confirmation transactions, has helped these parties end up sharing a com-
mon stego-key known only to them. This stego-key can then be used thereafter to es-
tablish the desirable hidden communications as it is described earlier in Section 3.
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In addition to the hidden transactions property, there are other security attributes
for the Stego-KA protocol.

Known session keys
Based on the security definition of the elliptic curve addition, losing any informa-
tion about previous stego-key(s), i.e.,K =X (Q,r, +R,d;), does not affect the
protocol security. L.e., it doesn’t help an adversary to be able to discover a stego-
key that might be generated by a fresh protocol run, especially when the session
keys, i.e., r, and r;, are refreshed each time the protocol is carried out.

Forward secrecy
Stego-KA protocol provides perfect forward secrecy. If for example the long-term
secret key of the party A is disclosed, i.e., d, , the protocol security might be af-
fected. However, the past produced stego-key(s) will not. The reason for this is
that, the agreed stego-key K =X (Q,r, +R,d, ) is chosen also based on the val-
ues 7, and r, , which were chosen independently at random by parties A and B re-
spectively. Therefore, the adversary will face the elliptic curve discrete logarithm
problem [22] to learn any extra information about the key.

Unknown key-share
Stego-KA protocol will not be completed until both parties prove knowledge of
the shared stego-key by using it in subsequent communications. The hidden mes-
sage send from B to A provides key confirmation of B to A. The hidden message
embedded and send from A gives an assurance to B that A actually possesses the
key.

Key-compromise impersonation
Generating session keys 7, and r, at each protocol run kills any hope to an adver-
sary to impersonate any party C to A, when d, is disclosed. Note that, if these ses-
sion keys are not evolved in the stego-key, the adversary can compute the secret
X (Q. +d ) easily to impersonate C to A.

6 Conclusion

The main goal of this paper is to make stride towards the practical use of steganogra-
phy in hidden communications. The paper enhances the general steganography model
by enabling the use of a hidden key-agreement protocol “stego-KA” through a new
steganography unit called “key-generation unit”. Stego-KA protocol is based on the
idea that the communicating parties need to contribute their information, through a
hidden channel, by which the stego-key will be established.

This paper also provides a new approach to classify key-based steganography tech-
niques, which are grouped based on the usage of secret keys. This new classification
facilitates the way by which these hiding techniques could be utilized in the proposed
protocol.
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